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(54) TCP/IP NETWORK SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To improve security without 
revising a DHCP(dynamic host configuration protocol) 
and the hardware and the software of a terminal in a 
TCP/IP network system using a DHCP server. 
SOLUTION: The TCP/IP network system 10 is provided 
with hubs 12, 13 with a plurality of ports to which a 
terminal 1 6 is connected, a router 20 connected to the 
hubs 12, 13 and an external network 15, and a server 21 
that is connected to the router 20 to serve various 
services to the terminal 16. The server 21 is provided 
with a DHCP server 23, the hubs 1 2, 1 3 are switching 
hubs that can section the network logically or physically, 
and each information wall socket 1 1 is set so as to 
belong to the sectioned network by the information wall 
socket 1 1 and the router 20. 
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(54) [J8W<0*IM TCP/ I P*y H7-^^fA 



(57) [SMI 

[HUB] DHCP1J" — £rffl V ^fcTCP/IP^ y h V — Vis* 

[Wft^S] **W<DTCP/IP^!x bV — 9 v^-r-MO 
2. 134, K'^12, 132fctWaS*;y b7 — ^15JC»« 

tt, DHCP"^ — /<23S:Ax.T*3<9, M1S^:7*12. I3te, * 

v Hl4/u—^20A»ib*5IZ4>{k*ixfc*y b!7 — ^(c 




1 

[If^^l ] TCP/1 PT'p h^i^^JJf! Lfc*y 

Rt>— 1S«0> I PT Ku^&SEtttU — 
?(cm^£ix^*$si^ 0ei PTK^^lo^l 

[fit#*g2] *y M7 — ^*iJffl#OBBE«: 

ft* 3»IE1f— -C*5!K BSE"?— '< 

<Dmmz£ vm~*i£frti i pt Ku*srw-**5*8*«a* 

^^«fBlcaS«-r-5J: 5J-K^^tt*, M#* l KiE* 20 

^-coBIiEtCj:DB^r^ttfci I P7 K^t» BIP7K 
u^^r^Ti-Sifi*«^»tt$n3t7K- h (DM AC T KU 

^-irs/ h^^a ^iX^^lf tcCO I P7 Vu^ttt^— V 
OMAC7KU^^O|a^\ E«Lfc*&'&-tf£*tt 

-f/U* y yi/«?rtLT^5, 1 Xfi»*3R 2 

i-!5®CO^ .y h y — ^ >-^^ A Q 30 
[St** 4] DHCPt-/<^P)S*8l:«^te» 

4^n-/vn P7K^t^/5^Wf)^t^ 
NATM^fS, »** 1 ttSit** 3 Otoh,a>U: 

[It** 5] DHCPt-/<|^ ij8*«HlP7K 
u^ofU^T^* l^L/c^I^MAC 
T Ku^lw|S)tfCiBa/j: I PT K^^tilt^ <fc ptc 40 

[m**6] ^>-^v-:m, aa*«^»»K$tt 

[000 1 ] 

[«W*OJR-r5ft«»»] TCP/ I P (Tr 

ansmission Control Protcol / Internet Protocol) ~7 50 
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n K3/W«:#iJfflLfc*y h7-^v/^rA (£IT, fT 
CP/I P** h!7-*J ^t5c ) (cp-T^tOT* 
£>5o DHC P1J— s<&m^1t 

[0 0 0 2] 

fcffifft^ ^-feV h^ibfltF'WL AN (Local Area Netwo 
rk) (Cg^T*^ KLAN^P)^^^"*^ h«<0^.ffl 

5r -7^y^fflClL/cTCP/ I P 

T'nFn^M^T^S, TCP/I P*yh!7- 

T> ry-Kj *W"f5o ) Kfi. 4/<>fKoftl7K 
u^T'fcS I PT Kl^aSR5££ft-C*3!3. 1fft£i££ 
BSfcli, 3B« tcO I P7K^i: I P7K^^r 

[0 0 0 3] ^ot, lWELANlc«tt$n5SB*«(c 
t I P7K^^^t6M^i)2)o L*»U*d5P>. 

pt Ki^&R:e-t-£j&*&sa>9, *fc, Kag*«o± 
tis^icLAN f f* (a U fr> *) n * v * - 

^*»f>^ I PT Ku*Sf»<oJitt£<£5 0 ^-X, wto 
J: M7 — ^ ^-fAfli, DHCP (Dynamic H 

ost Configuration Protcol) h^^Mlt, 
LANtc»ttSixfciiB*«Jc»L, SSfcl P7K^ 
£ g »W(C»J 9 S X 5 «fc 5 Kfco T 
[0004] Hi OH Htli5LAN(90)^M^^^UT 

^(91)li/W-^(92)fC»»Sn, /l — & (92) fix 

ft 3 > h ( 1 1 ) tc Sigc £ titz ^ > fa - * « 

ic^-s^- tr* (93) As«8t $ n 

^>o -^-/<(93)fcli. SSOI P7K^4rE»U 
s/ M7-^±(c»a*ttfciS**lc, «)(IP7KI/^ 
«)lo^ft*)St5DHCP>-^(94)^*il5. ^& 

^««3>"fe>h(ll)^««ELX. IP7K^<OflS 
H7-^±lcg5i, DHCP1^-^<(94) 
t^ioTffl^^Tibixfc I PT KU^3&SS»*«fCiSP>iX 
So 3-— tftt. 2SI P7K^^K, LAN(90)Ji 
ORS^ M7-^(15)<o5HSlS:*Jffl-C#6. 
[0 0 0 5] 

[«9W S «*LJ:5 fci-SSRS] w(Oj:9tc. TCP/ 
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"Cfcfco t*o"C\ DHCP/o h=vW£fiJJBL*:TCP 
/IP^y M7 — *<7>»£\ «*«f*. fc* 

[0 0 0 6] ^1*3t#»oAWd s 
^Sr*Jffl-e#Sw L3&»L**$?>, DHCP 

[0 0 0 7] 

[S50I<O@«] DHCPfw^ffiWcTCP 
/\ P*y h 7 — ^ v^^ACl^o^T, DHCP/d h 
3/^. SB*«lc*5ft*^^— K!>i7*iJ:i;y7 hfr* 

[0 00 8] 

*S£Wtt\ TCP/ I P^n hnyvSrfiJfflbfc^s' 

ffi«U h!7-^ic««*ixfci»*«(c, ^IP7 
Ki/^W 1 o£rfiJ9 5DHC P-fr— '<£;ir;iT:fc3 

[0 0 0 9] *yM7-^M©B 
SE&W* 3 BSE*— '<£A;L-C:fc5»K /u— **±* BfE* 
-^<co|gli£lcJ: t9§&pj$nfc I P7K^m^ 
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[0010] 

io [0011] j£Si8*«to>fe. «flS*«^BffJRi" 

6o ^oT. /u— Bfl*— '^BSEI-J^B^S 

ii/fc I P 7 K^**rs«s*«^?>is«sn*^y 

20 [0012] 

tawi-a. mm, ^^»itfeSTCp/i 

P*y h!7 — ^ ^r^W«l?^Lt^5c R^yh 

= >-irv h (11) K««3Virvh(ll)36SS»$ix6 
aS^fiBF'l'^^K^) <b. KfflF^:/<i2)(i2)a*«jK 

M7 — ^ (I5)tc^^tt^^^-^<(l4)$r^x 

30 [0 0 13] «-&*-^(14)li, **^(13)*5J:^ 

w<(2l)$rlx5 0 ^^JS^O ; &S-^-/<(21)tCli, 
«»<0 I P7 KU^SrlBltU tS^^ ^irv 
^$Hfc^m^(16)tc. Kl PTK^W^loSrf) 
r> ^T^DHCPt- ^<(23) i:. *iJffl#<^BIES:trft 9 
BliEi^— ^(24) *««=i>-feV h(ll)«c*J*t5«* 
»(16) t<o»tt*fcli«JW««SrK«i-5«J»rE«f-— 

/<(25) 3ftS$**tS. 

[0 0 14] ptc, tW^^^-lr^ h(ll)(d^rfc 

40 «C«K$ixfcflg*«(16)36S. DHCPf-^(23)III P 
T K^*0»S-C«:iS3ftLfcWe\ DHCPt-^<(23) 
li, STS^iBS* I P7K^^ARP7d- 

oT, DHCPt-^(23)fi, 5!#Lfci8*«(16)4SW 
t6MAC7 Ku^icisutraiai-S J: 9*w»3E$tt6 

[0 0 15] BSE^-^(24)Jcj:6igiiE*tt^rt[. # — 

so «>er<o*«fe36s#a-r5. *n*^tt-cfi, sa*«(i6)*s 
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eb^^^lf^^UT, CG I (Common Gateway Interfac 
e)*fiibS-a:-C»II«rfr*5-i:* 5 a*Hr\ £fc, B 

a*e>as. RI Da- KtiJ:^!?- K^«*y M7 

— ^ (l5)0^^>-^^-^|c|etE$i^TV^^^(C|i v §gfE 
-tf— /<(24)ll, N I S (Network Information Service) 
&mmi,X I D = — K*5j:U^;*!7 — KSrl^tS J: 9 
t^3^^^Tv>n(^ I Da— K*5«fct*'**!7— K*IE 

'<<24)tt. B91B I D 

(21K fl-ft** h!7 — * <15)*J«fcUH&0> 
«*«(16)<Z>3*>. ifOtfiH*TOT^-t^ 

[0 0 16] /W- *(20)tt, BSEtT— '<<24)U:J; 9BHE 
$4xfciB*«(16)^»IO^rbttfc I P7K^SrWt 
£tf$&0^£iii®£it5 I P:7-<yu* y v^ffi^^r^-r 
So *H16»«-Cli, DHCPf- y<(23)(Cj:"9 

^A(IO) JitW^^»fc:/7W''<— h I P7 K^Tfc 
0, /u— *(20)l*. ^V°^^-<— MPTK^^ ^ 

J^^-tir^^ib^^-t* -5NAT (Network AddressTranslat 
ion)«te**rLT^S 0 *Hlifi»fflOyP-^(20) 
«*«U6)ttiffl!9 ^Tbixfc I PT Ki/^h ttW 
*«(16) COM A C 7K^i om^^lSit UT*5 "9 , 

5o **3, ^(23)(24)(25)tt. 4**P0> 

*>*K I P7-f ^ y yj/»«tNAT»(im«^ 

— * (20) fc4*fcN7>fc<0#«JB *tt5. 

[00 1 7] **'V/(13)fl\ yU— ^(20)A$»«SixS 
h (30) t. »n^^(12) (12) t *S«tt**bS* 
ROT«#- h (31) & j^Tifc <9 . (12) 
I*, **^(i3)dS«ttStlS±at#- K32)£tt«=i 
^±^b(ll)t Jx*#S<DT«#— h (33) 

rcoj: 51-, #Rtf>19«=i>'-tr>' h<ll> «r*"J 

2)«r**.fcB««3gt*5-i:^H*^% **^"C 
t±, ^^^ r (l3)*5j:^|fiSP l !/^^(12)(CtL VLANf 

»PJ^^(l2)Ji. #««=« vir> h(n)K« 
^£*X6T»£*- M33)fc*tL"C\ VLAN^-^ 

M32)K*tLT. ^$^:VLAN^-^T5: 
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n^(l2)lC«tt*ix5T»^"- K3l)(C*TLT. SOT 
/^y(l2)tCT^^$H/cV L AN^- ^±T*gft3e 
-C#5<h&U:. /u-*(20)lcjgj^£n6±»ttf- K30) 
ic*tLT\ *TO»P^:/(12)KTR]£3jt'lfcV L AN 

*^^(13)ioJ:0 : ^P^^y(l2) KttfflSn**^ 
^/N^tCfi, f -O^- h Cfflf V LAN ^-/Ir 

LTf*. IEEE802. 1Q, MultiVLAN, £ fcttCiscof±cOtl^ 

io ic j;5iscPtcf««iLfc;*-f y<f-^#^-7&mfbin>Z> 9 

[0018] &nmmx-n. axn^^(i2)<i. Asg^« 

(16) Kn)*^LT«tt$ixfcT«zK- 
K33)OMAC7 K^t, KSB*«(16)tc:*tLrDH 
CP -9"— ^(23)d»P>*9STfjttfc I P T Kl/X^i 
-&*S:iE1tUT*3#, «*«(16)^f>iS«$tt5««^ 

hfcSf&i"STifc#— h(33)OMAC7 K^i:^ 

+*'V^(13)-^ O^f &»Jti-£>MAC:7*f y >^ 
20 «ffi&*rbT;^5. 

[0 0 19] ±Kfltattf>*s/ M7 — ^ v-^^ix(io)ic*D 

Jta«-&i^--'<(i4)^>»if^*:ia 3-i7 ic^ox^-r 

5 e *g*«(16)^P>DHCPB**rS*t*ofc»&(C 
I*. H3tc^-TJ: 9tc x ^(20)12, gJtDHCPH* 
^rDHCP-^— ^(23)tC(5aib (^^^^SIO) , DH 
CPt-^(23)^b I P7 KU7,^^lt^6 (^-ry^ 
Sll) o ^Ut, Bt I PT K^^DHCPS#^o 
«*i(16)(DMAC7 Kl/^l:^Lt (^^^-^S 
12), DHCP^t:it6^^7t6o 
30 [00 2 0] *fe£WU6) dSBEy — yu«rfi» SSS* 

J:9(c, /u-^(20m, KBiEK*S:BSE^— ^<(24)(- 
•SiSL (^^^/^S20) , BfE-fr-'< (24) tc 

oi^Tfi*iei-5 0 BSE^—^(24)^J;SBSE*5fiK5«iU 
/j;^ofc^t-(i. ^^s/^S21ICJRI9 , ^U/c^ 
JCtt, aTW^fy/SrSfftS (^^ry^S22) 0 B 
g5E*— /<(24)*»Pj^ia»^J; 9 , (20)11, f&thL 

fe»*«(l6)<Ol P7K^Srfflv^ KSa*«(i6)*> 
40 BEH*«(16)(O0fJR-rSVLANO^ffl<O*y h!7 

i-**?*>. '<(21k fdlOVL AN^/tll 

>^S23) Q r<D<!:£, BSE1^—^(24) LfcttlST 

(24) ^ bixfcBSEfilc*^- ^SrSg*««c(Ea& It 
(^^^^S24) s BBES^^BB-r^teSSr^Ti-S, 
[00 2 1] «g*«(16)^P>, #«-^-/<(21), fk<0$g 
*«(16). M7-^(15)iClfijltTiS«$ 
50 *Vfc««'<$T5> K^^-^(20)^ t t^lofc^tCli, 
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SSlC^-f-J: 9tC % /U— *<20)f4, ««^-5ry M£-&$ 

14. RWW'^y h*:«*U il«U »BEi>— (24) 
(24) ld»Lt t><fcv\> 

[0022] m$tfc&-<oWr£lz.^ A—* (20) 14, 

Hc$*itS*Bjfc I PT Kw-^^ib. SfctiffS'^ 

SrWWr1-6 (^fy^S31) <, ^y^-^^fAO 

0) --Oi£«0>»&tc:f4, *«tc<D I PT KU^lcttrs 
T^irx^IffilBBi^, h!7 — ^->^-r A(10)^^ 
ixrt^^5^«r«W-*"* (*^*:7S32) . 

l^'MESH-* (^T7^S33) o h!7 — * (1 

5)-(^i£{f o#^lc(4, SSffTC* *<5»*«(16) I P 
T Kl^^fct***®** M7 — *(15)(0I PT K 
u*£fB«-r**#fc:, NATMcJ:^ *fS7cIP 
T K^^ /u— ^(20)iftSWi"5^o— PT Kl/ 

32§ Lt (^^-y^S34) , ««^-{ry h^CiSteaSrll^ 

[0 0 2 3] fl*»*;y h!7-^ (15)*^««^2/ h& 
gttBtofc*&t::f4. i6l:^tJ:9^ (20) 
14. IEl5 0^^^^S34(C-CiStiL.^^(l6)*5j:OJ 
h7-^ (15)(7) I PT K^«IU K«« 
h(c&*ix5^tt*y h V — 2 (15)<7>5S«7C I P 
T Kl/^lc^f L«ti^y7^-<- h I PT 
^l^rS (^^^^S40) e ??^^7^^-M 
PT Y\sXifrJLr>**t}i£fr^fcW&\tt (^^^^S4 

1) . ffimnn^y h&$im-tz>i>\ ^tznmtTt^ 

ig«U ^^^6/7^^- h I PT Kl/^3ft J ftoi»o 
fctfrfrfciJi, Eo^of: I PT Ki^alMBWft'^y 
h$r!E^LT (X7"y7 P S42) , y h !7 — ^ (15) 

[00 2 4] «JWrEtt^-/<(25)3fts*B*«(16)co«JWfS: 
& ft L fc WrS tc f4 , ^)®Ti£a^ - (25) 7&> f> <7)f£^ tc <fc 
{gj 7 1^1" <fc 9 DHCPt-/<(23)lt OMM 

mii&^mm^x^ft i ptk^^wu *(2 

0)14, ttl P7Ki^^^lffl^ii:/ < f6J:?^^n 
(At^^SSO) , SBP^:/(12)I4, flt*S*«(16)#fij 

[0 0 2 5] ifclc. «85fe«(i6)Ji:*5«t6«ifP«>aixSrig 

8-ia9[c»ox:ttw*"5, as*«(i6)*««= 

h(ll)fC&$£LT (J^^.y^S80) , IPTKU 
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^S81) 0 r<D<b#. gDHCP^It A™*(20)£ 
^ LTD H C P if — (23) (Cli£f§$ J%$ 0 DHCPf- 
/<(23)I4, SSfcl P7K^^-^(20)^LX^ 
SB*«l-iS«i-Sr £KJ:»K M(16)CIP7KU 
^MOatbixi (xt yzf S82) 0 
[0 0 2 6] &tc, yu«:iB»LTBIIH*S:iS 
(^Xi/^S83) o ^<DtZ. KBfiEK#(4* 

— * (20) Zft L TBfiElJ— (24) (Ci£{f £ Jx5o BHif 
— (24) (4, BSE'*— ;/£r/i— * (20) LTKS8** 

10 (16) ic^ff -r -5 c £ K J: 9 . «*«(16) coiU®(c^fiE-< 

— (^^2/^584) . &(c. fiJ/B#i4. 
«*«(16)a»e> I Da — KfeJ:^^^"- KStA/jLT 

(^7"^^S85) o ttIDa-K*S 
i:U:/<^l7- Kf4, /w-^(20)^^LXISiiE^-^<(24) 

ICI4, ffOWiE^— i?*^— ^ (20) LT«B*«tt:j£ 

fc^^!4, BIE*- ^(24) (4, BBE*5b<0^<— S^Sr/w 

-^(2o)*^u-cfia*«s(i6)iriS«i-ar ^tc<t 9. $g 
20 *«(i6)<Diiffiic»gE^o^— ^*s*^**tr (^7 

^7 t A(io)<DfiJJliSBB*&$ixS (^^^^S87) 0 
[0 0 2 7] ttT, *ijffl#*s«*««r*«=iv-fev h 

(li)d^wwfur (^^^/^S88) , *yyy — ?^x 

-rA(iO)OfiJffl^^Tr^o ^O^r#, «]»fK«1f— ^< 
(25)14, »«J»Sr«aiU (^-r ^^S89) . «JWrEaif 
— ^^(25)^^O^TFtCj; 9 X DHCP ■'^ (23) (4, 1% 
«*fl8(16)<7> I PT Kl^^SrWtt-rS (^^5/^39 
0) 0 

30 [0 0 2 8] ^ot, *|BK?glBC0^ y \*V—9isX7- 
A(10)I4. VLANf l^^m^C^-f V 
^^^fiJfflLT, m2\^-TX. #«B*«(16) 
d*. BES»*« (16) £ yW- ^ (20) ^f)/i5VLAN ^/W- 
7 p (40)tc^rJli-6J: 5tc:H3e*ix5. «or, * * hi? 

— ^^f t ^(10)±<O«*«(l6)(l6)if 5 U(4. S"J^O 
V L A N if A — *f (40) (40) J Cgf «i" 5Iii:45^?), 
ttJSS5S«(16) (I6)^^"fe^r^ y ^ >r *S|fiJ±i"6. 

[0 0 2 9] ifc. DcS«*«(16)d^. 0t«S^«(16) 
9fJR-rSVLAN(40)O^«lC^^r2y h^rMt^i^ 
40 t-f4, ^-f/i — ^ (20)£r;fr LTtT*>il<5o ^^t, 

^(20)*«. SffiE^— /<{24)<Dmmz£V^£ft<K- I P 

t K^^wi-ssB^aae)*^^^^^^^ ±<o 

VLAN(40)o^»jca6fi-T5J: 5(-K3e^HS 

[0 0 3 0] ^fc, /U— ^ (20)2)?, SB5fe«(l6)«w*5«4 6 
I PT Ku^tMACT Ku-^Oli^iir^IEtSU, 

50 P ( ?/^^(12)^JiieMAC7^>'W^ y y^$:tLt^ 
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«:tt(7>i»5lc«(i6)3&sfiJffi-t-6. v^**>6 r/j:oi-*uj 
£BSib"C£5. yu-^ (20)11, NATBffiSrtt 

SJ&*<b. ^«*3' h!7-^ (I5)_b^btl, ^d-/<;H 

P7 Ku^sr*r-t-s/w-^(20)a>^#Ba-c#. sa*«(i 

6)*il[»#»'C#ftV\ ^ot, h!7 — *(15) 

A»f>ilg*«(16)^<Da*S:BSJt-C#5 0 ££\ DHCP 
17—^(23)13:. DHCPS^Ltlfl^Stfcl P7 
KU^^r, ARPyo-K^t^h"Ctt4<, DHCP 
^Wj:ofcKi(i6)(DMAC7 K^i:85^ 

[0031] iMmmwm(omm\t, *mw&mw-tz> 
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